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FL is a distributed machine learning approach that enables multiple devices to train a o Diiferential Privacy : Add noise to model updates to prevent data leakage while
shared model collaboratively without exchanging raw data. The process involves five preserving accuracy.

principal steps repeated until the model converges or reaches a desired level of o Secure Aggregation: Apply homomorphic encryption and secure multi-party
accuracy. [2] computation to protect updates

o Robust Aggregation: Detect and filter malicious updates to enhance model
robustness. [3]
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V. Real-World Applications

Apple uses federated learning to

improve Siri’'s speaker recognition,

training models on local audio data

from iPhones/iPads to recognize

VT RS [E AT (=8 STl Lo [y T [ R “Hey Siri” commands. Only model Horizontal FL, Cross-Device FL
updates are sent to a central server,

keeping raw audio private.

Differential privacy adds noise for

extra protection.

Google Health uses federated

learning to combine insights from

multiple healthcare providers’

datasets (e.g., different medical Vertical FL, Cross-Silo FL
records for the same conditions) to

improve rare disease diagnosis

without centralizing sensitive data.

Google’s Gboard keyboard app
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Horizontal FL, Cross-Device FL

While FL offers significant advantages, its implementation on mobile devices presents
several challenges [3,4]

central server, preserving user
privacy by keeping raw keystrokes
on-device.
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Getting FL to work on mobile devices isn’t without its obstacles, yet it's a breakthrough

when it comes to keeping data private while still building smart Al. By tackling issues

like limited resources, communication costs, and difference between devices, FL

\ opens up lots of exciting possibilities from customizing your keyboard to helping

Commumcatmn\ diagnose health conditions. As research keeps progressing, FL could really change
Overhead \\ the way we develop and use machine learning, making Al more available, faster, and

* safer for everyone.
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